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ABSTRACT. We extend the notion of an invalid-curve attack from elliptic curves

to genus 2 hyperelliptic curves. We also show that invalid singular (hyper)elliptic
curves can be used in mounting invalid-curve attacks on (hyper)elliptic curve

cryptosystems, and make quantitative estimates of the practicality of these

attacks. We thereby show that proper key validation is necessary even in cryp-

tosystems based on hyperelliptic curves. As a byproduct, we enumerate the

isomorphism classes of genus g hyperelliptic curves over a finite field by a new

counting argument that is simpler than the previous methods.

1. INTRODUCTION

The purpose of public-key validation is to verify that a public key possesses cer-
tain arithmetic properties. Public- key validation is especially important in discrete
logarithm protocols where a party B combines his private key with a public key
received from a second party A to form a group element o. A dishonest party A
might select an invalid public key in such a way that the subsequent use of ¢ in the
protocol leaks information about B’s private key. Lim and Lee [18] demonstrated
the importance of public-key validation by presenting small-subgroup attacks on
some discrete logarithm key agreement protocols that are effective if the receiver of
a group element does not verify that the element belongs to the desired group of
high order (e.g., a prime-order DSA-type subgroup of F;). In [3, 1], invalid-curve
attacks were designed that are effective on elliptic curve protocols if the receiver of a
point does not verify that the point indeed lies on the chosen elliptic curve; see also
[20, 22, 21]. Chen, Cheng and Smart [6] illustrated the importance of public-key
validation in identity-based key agreement protocols that use bilinear pairings.

The performance of low-genus hyperelliptic curves has been shown to be com-
petitive with that of elliptic curves®; see [2] for a summary of recent work. We
demonstrate that invalid-curve attacks can be successfully mounted on protocols
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based on genus 2 hyperelliptic curves if the appropriate public-key validation is not
performed. We also show that singular curves can be used in mounting invalid-
curve attacks against (hyper)elliptic curve protocols. We illustrate our attacks on
two recently-proposed discrete logarithm protocols — the Twin Diffie-Hellman key
agreement scheme [5] and the XCR signature scheme [14].

In order to analyze invalid-curve attacks on hyperelliptic curve cryptosystems, it
is useful to know the number Ny(g) of isomorphism classes of genus g hyperelliptic
curves over a finite field F,. The isomorphism classes of genus g hyperelliptic curves
over an algebraically closed field K are in 1-1 correspondence with the elements of a
(2g — 1)-dimensional irreducible subvariety H, of the moduli space M, over K (see
[11, p.347]), suggesting that number is of the order of ¢?9~!. This was confirmed
by Nart [23], who gave a closed formula for N,(¢). We give an elementary counting
argument that Ny(q) = 2¢*~1 + O(gq*972).

The remainder of the paper is organized as follows. After laying some of the
mathematical groundwork in §2, we present in §3 our derivation of the number of
genus g hyperelliptic curves over a finite field. In §4, we extend the notion of an
invalid curve from elliptic curves to genus 2 curves. We also present the notion of
an invalid singular curve, and enumerate the invalid elliptic and genus 2 singular
curves. Our invalid-curve attacks are demonstrated and analyzed in §5; we conclude
in §6.

2. MATHEMATICAL PRELIMINARIES

Notation. The operator [z¢] denotes the coefficient extraction operator when z is an
indeterminate. For indeterminate & and polynomial f(x) we adopt the convention
[z']f(z) = f;. The set of monic polynomials of degree d over a finite field F, is
denoted by P?; the subset of polynomials with at least one repeated root will be
denoted by P?. Let f = fd_l, fd_g, cee fd_i be an ordered sequence where each
fj € F,. Then

'P? = o fa 1 e fax T fa i x T T e  fo | faiia, s fo € Ty}

For example, P2, denotes the set of polynomials of the form 22 — 3z + fo where
fo € Fq.

A hyperelliptic curve H of genus g over a finite field F, is defined by a non-singular
Weierstrass equation

H: y? + H(x)y = F(x),

where F, H € F,[z], F is monic, deg(F) = 2¢g + 1, and deg(H) < g. The Jacobian
Jx(Fq) of H over Fy is the quotient group of the degree zero divisors defined over Fy
by the group of principal divisors defined over F,. The divisor classes D € J3 (F,)
are in one-to-one correspondence with the pairs of polynomials (u,v) with uw,v €
F,[z], deg(v) < deg(u) < g, u monic, and u | (v? + Hv — F); we write D = [u, v].
J3(F,) is a finite abelian group with |Jy (F,)| € [(v/a—1)%, (y/g+1)?9] [25]. Given
two divisor classes Dy = [u1,v1] and Da = [ug, v2] € Jy(F,), Cantor’s algorithm [4]
can be used to find the unique divisor D = [u,v] such that D = Dy + Ds.

If char(F,) & {2,2g + 1} then the same curve H (up to isomorphism) can be
given by the equation

2g—1

&) Hey? = fa) =™ 4 Y fuat.

1=0
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The non-singularity requirement on the equation of H means that f has no repeated
roots, in which case we call H a non-singular curve. If f has z( as a repeated root,
we call H a singular curve, and (9, %o), where y2 = f(x¢), a singular point on H.

The remainder of this work assumes that a hyperelliptic curve H of genus g over
a finite field F, is given via (1). The set of all (non-singular) genus ¢ hyperelliptic
curves over ', will be denoted by H*. When a hyperelliptic curve H is defined over
F, we will abbreviate Jy (F,) to Jy.

3. THE NUMBER OF HYPERELLIPTIC CURVES

In this section we estimate the number of non-isomorphic genus g hyperelliptic
curves given by (1). First we need the following formula for the number of monic
polynomials with no repeated roots and fixed second leading coefficient.

Theorem 1. Let g > 1 be an integer, F, be a finite field, and foqy € Fy. Then

PV = g g
Proof. Let Fq denote the closure of IF;. The argument proceeds by induction on g.

For g = 1, consider f(x) = 23+ fox® + fiz + fo € ’P;’2. Since f has degree three,
it can have at most one repeated root, say a. If a € ]Fq \ F, then the conjugates
of a are also repeated roots of f contradicting the fact that f has at most one
repeated root. Therefore o € F,. Factoring f gives f(z) = (x — a)*(z — ), where
8 = —fa — 2. Hence, the only degree of freedom is o and so |75}?:2| = q. And, since
\73})’-2\ = ¢2, we have |73}:f’-2 \75?2\ =q¢>—q.

Assume the result holds for all integers 1,2,...,(g — 1), where g > 2. We will
show the result holds for g. Let f(x) = 229t + Z?io JEOANS 73}2029;1. To each
repeated root « of f with multiplicity k& > 2, we associate |k/2| pairs (a,«); we
call each such pair a paired repeated root of f corresponding to a. Note that f can
have at most g paired repeated roots. Since f € Fylz], if f has exactly ¢ paired
repeated roots then it can be written as f = a2b, where a,b € F,lz],

a(z) = z'+a;_ 127+ +ao,

b(z) = 297D+ 4 ga2le—0) 4 bg(g_i)_lmZ(Q*i)*l + -+ by,

and b has no repeated roots in F,. Since the coefficient 3 in b(z) satisfies 3 +
[:vzz;l]a(:c)2 = fag, B is determined by a and fa,. For a fixed ¢ € [1,g9 — 1] the
number of polynomials a is ¢*. By induction, the number of polynomials b of degree
2(g — i) + 1 that have no repeated roots and have fixed 3 is ¢?(9=%) — ¢2(9=9)-1,
Therefore, the number of polynomials f with exactly i paired repeated roots is
g - (P — 2lo=)=1y = 29—t _ 42911 For 4 = g the polynomial f factors
as a*(x — ) and as before 3 is determined by a and fo,. Then the number of
polynomials f with exactly g paired repeated roots equals the number of choices
for a, which is ¢9.
Hence, the number of polynomials f with at least one paired repeated root is

g—1
P = ¢+ (@ =)
i=1

g—1 g—1
— qg + q2g—1 + Zng—i _ ZqQQ—i—l — ng_l.
=2 =1
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Finally, since |73)2cg +

977 = ¢*9, we have
g

|73J2c29g+1 \75?59+1| — |P?§g+1| _ |7312”§g+1| _ q2g _ q2g71

which completes the argument. O

9

Setting foq = 0 in Theorem 1 determines the number of polynomials that define
a genus g hyperelliptic curve over Fy, where char(F,) ¢ {2,2¢ + 1}. However, such
curves can have more than one representation, and we do not wish to distinguish
between isomorphic curves. The following result, due to Lockhart [19], gives a
one-to-one correspondence between isomorphism classes of curves and equivalence
classes of Weierstrass equations.

Theorem 2. [19, Proposition 1.2] If H1 and Hz are two genus g hyperelliptic curves
defined over Fy, then Hi and Ho are isomorphic over Fy if and only if there exists
ae€ly, BeF,, andt € Fylz] with deg(t) < g, such that the change of coordinates
(r,y) = (®x + B,a?9y +t(x)), transforms the equation of Hi to the equation of
Hs.

Invalid curve attacks are based on the curve representation (and the explicit
group law). Hence we are interested in isomorphisms that preserve the representa-
tion of curves. Lockhart’s theorem can be specialized to suit our needs as follows.

Suppose that char(F,) is odd and char(F,) 1 (2g + 1). Let H be a genus g
hyperelliptic curve over F,, and let 7 : (z,y) — (a?z + B,a? "y + t(z)) be an
isomorphism to another genus g hyperelliptic curve over ;. We claim that if 7
preserves the form of equation (1), it must be the case that 5 = 0 and t(z) = 0.
Indeed, if ¢(z) # 0 then applying 7 to H will result in a linear term in gy, which is
not present in (1). Now, applying the transformation (x,y) — (a?z + 3,29 1y)
to (1), the coefficient of 29 is (2g + 1)Ba*9 which has to be zero as in (1). Since
a # 0 and char(Fy) 1 (2g + 1) it must be the case that 8 = 0. Therefore, the class
of transformations that correspond to isomorphisms of a hyperelliptic curve that
preserve (1) are of the form (z,y) — (a?z,a?9*t'y), where a € F;. From now on,
when we talk about isomorphisms we will identify them with the element «.

In Theorem 3 we estimate the number of isomorphism classes of genus g hyper-
elliptic curves over finite fields F, of odd characteristic not dividing 2¢g + 1. Note
that, by Theorem 1, the number of polynomials f € Fy[z] that give rise to a genus
g hyperelliptic curve is ¢29 — ¢?9~1, and since the number of isomorphisms (nonzero
field elements) is ¢ — 1 we expect that the number of non-isomorphic curves to be
about ¢2971. A slightly stronger result is proved in [23, Theorem 3.3] that appeared
after our paper was submitted. The proof given here is simpler and is presented for
the reader’s convenience.

Theorem 3. Let g be fized. Let Fy be a finite field of odd characteristic p, and
suppose that p1 (2g+1) and g > 49+ 2. Then the number of non-isomorphic genus
g hyperelliptic curves over IFy is

Ny(q) = 2¢*" + O(gq*72).

Proof. Let f € PROT\ P39M!. Define z;(f) = 0 if f; = 0, and z;(f) = 1 otherwise.
We will abbreviate z;(f) to z; in case f is clear from context. We call the sequence
z2(f) = (z0,21,...,229—1) the characteristic sequence of f. We will use abZ to
denote the sequence z where zyp = a, z; = b, and the remaining entries are given
by Z. Let HZ, be the set of polynomials f with characteristic sequence z such that
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(20,21) = (a,b). Let |z| denote the number of nonzero entries in a sequence z. Then
Mo < (¢ — 1) and [HE,| < (¢— D).

An isomorphism « acting on the curve y? = f(x) preserves the characteristic
sequence z. Indeed, applying an isomorphism « : (x,y) — (a?x,a?9t1y) to (1)
results in

4g+2, 2 4942, 2g+1 492 2g—1 2
oty = QMR L 0T ) 2?9 T o fix + fo,
which can be rewritten as
2 2g+1 —4 2g—1 —4 —4g—2
Yy =22 ot o, 2?9 o aT Y fir + a7 TR,

Thus the curves y? = f(z) for f € H?, have the same automorphism group; we
denote this group by AutHZ,. Observe also that if the mapping « is an automor-
phism then the order of o in F, must divide 4g + 2. Since ¢ > 4g + 2, |AutH?,| is
no larger than 4¢g + 2 which yields

ST HE(AutH [ —2) < 49 [HE| < 49 (g— 1)

S0 i) R

|z|=1
2g—1
29—2 i—
= 49((1—1); (Z.l)(q—l) '
= (292 ;
= 4g(¢—1) - J(g—1)
a(q ;( . )q
= 4g(g—1)g*?
= O(gg™™).

Note that in the above equations, the sequence z has its first two coordinates fixed,
and therefore the remaining |z| — 1 nonzero entries are chosen from 2¢g — 2 possible
indices. Similarly, we have

D [Hiol(|aut | — 2) = O(g9¢* ).

If both 2y and z; are equal to zero, then 0 is a repeated root of f. So if f has no
repeated roots then at least one of zy or z; is nonzero. By Theorem 1 we have

Z(“{Tll + |H(z)1| + |'Hf0|) = ng — (]29_1.
z

An automorphism « that fixes f when f; and f; are simultaneously nonzero must
satisfy a? = 1. There are two such automorphisms, so |[Aut#H#;| = 2. Therefore,

Lo |12, ||Aut HZ, | |12, ||Aut HZ, |
N = a e a a — a a
4(9) Z [F: : AutHZ,] Z IF; | Z q—1

S (M5, [ AutH5, | 3 [Hiol [ AutHio| 3 M [|AutH, |

012 ¢-1 ¢—1 ¢-1

10z 11z
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1 z z z z 4
= -1 (Z MG || AutHG, | + Z [Hiol|AutHTo| + Z2|H11>

01z 10z 11z

1 ; ; B .
= 1 (Z (M50 [W G+ D [Hfo A

01z 102
+2 <q29 —¢ ! - Z [Ho1l — Z |’Hfo|>>
01z 102

1 z z z 4
R (Z (MG | ([AutHG, | —2) + Z ol ([AutHip| —2)

01z 10z
492 (q2g o q2gl)>

= 1 (O(gg™ ™) + O(gg* ") +2¢* — 2¢*971)

1
= o1 (207 +0(gg* )
= 2¢°971 + O(94° ),

as required. O

4. INVALID AND SINGULAR CURVES

We now extend the notion of invalid elliptic curves, proposed by Antipa et al. [1],
to genus 2 curves. We emphasize that invalid curves are defined with respect to
a specific curve representation and explicit formulae for the group law. That is,
given a curve representation and formulae for the group operations that do not
make use of a specific coeflicient in the selected curve representation, one can define
an invalid curve with respect to that representation-formulae pair. If the explicit
formulae utilize all the coefficients in the curve representation then invalid curves
in this context do not exist. However, for curves of genus 1 and genus 2, which
are widely considered for cryptographic applications, the notion of invalid curves is
indeed relevant and important.

In genus 1 setting, we use the affine formulae for the group law as described
in [2, §13.2.1], and refer to these formulae as Fj, throughout the paper. The
explicit computations in Fj, require only the coefficient f;. In our definition of
invalid elliptic curves, we include singular elliptic curves as well.

Definition 1. Let £ be an elliptic curve defined over [F; with equation
E:yP =2+ fiz+ fo

An invalid curve relative to € and Fi, is an elliptic curve over F, with equation
ZE 1 y* =2 + fe + fo,

where fo # fo and ZE& is not isomorphic to £. In addition, if the polynomial
f(x) = 23+ fiz + fo has a repeated root then Z¢ is called an invalid singular curve
relative to £ and Fi,.

In genus 2 setting, we will use the affine formulae for the group law as described
in [2, §14.3.2], and refer to these formulae as Fs, throughout the paper. The

ADVANCES IN MATHEMATICS OF COMMUNICATIONS VoOLUME 4, No. 3 (2010), 307-321



INVALID-CURVE ATTACKS 313

formulae F5, depends only on fs and f3. In our definition of invalid hyperelliptic
curves, we include singular hyperelliptic curves as well.

Definition 2. Let H be a genus 2 hyperelliptic curve defined over [F, with equation
H:y? =2+ f32° + foa® + frz + fo.

An invalid curve relative to H and Fy, is a hyperelliptic curve over F, with equation
IH g =a° + fsa® + fox® + fiz + fo,

where (f1, fo) # (f1, fo) and ZH is not isomorphic to H. In addition, if the poly-
nomial f(z) = 2% + f32® + fo22 + fiz + fo has a repeated root then ZH is called
an invalid singular curve relative to H and Fa,.

Invalid singular curves are very interesting in the genus 1 case. If S€ is an
invalid singular curve over F, relative to the elliptic curve £ over F, and Fig,,
then SE has exactly one singular point P = (xg,y0). Applying the isomorphism
(z,y) = (z + x0,y + yo) to SE, we can assume that SE is given by the equation

SE :y? =23 4 asx?, as € Fy,

and P = (0,0) is the singular point of S€. Now, let y? — as2? = (y — ax)(y — )
where a, 5 € Fq. If az = 0 then @ = 8 = 0, and P is called a cusp singularity
of S€. If az # 0 then a = —f3, and a® = ag; P is called a node singularity of
SE. In this case, o, f € Fy if ag is a quadratic residue in Fg; and o, f € Fgp2 \ F,
otherwise. It is well known that the set SE,5(F,) of non-singular F,-points on SE
together with the point at infinity forms a group and in fact the group law Fi, for
€ is also the group law for S€. Moreover, if P is a cusp singularity of S€ then
SE,5(Fy) is isomorphic to the additive group of F,. If P is a node singularity of
SE€ and a € Fy then S&,,5(F,) is isomorphic to Fy; and if P is a node singularity of
S& and o € F2 \ F, then S&,,4(F,) is isomorphic to the order-(¢ + 1) multiplicative
subgroup of IFZQ. In all cases, the isomorphisms are efficiently computable (see [12,
§7.2] for more details). The key point in applying singular invalid-curve attacks
is that the group law for non-singular elliptic curves can readily be used for the
non-singular part of singular elliptic curves.

The next theorem assumes the setting in Definition 1 and establishes the existence
and the number of invalid singular elliptic curves.

Theorem 4. Over Fy, where gcd(q,6) = 1, the number of invalid singular curves
relative to y* = 3 + fix + fo and Fi, is

(1) 17 fol :O;'

(ii) 2, if —% is a quadratic residue in Fg;

(iii) 0, if —% is a quadratic non-residue in F,.
Proof. Let fi € Fy be fixed and consider the set of polynomials
Po.p = {Pyy(x) =2 + fre + fo : fo € Fo}.
If Py (2) has a repeated root in Fy then we must have

Ppy(x) = 2° + fiz + fo = (x4 a)*(x + ko), a, ko € Fy,
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or equivalently,

(2) ke = —2a
(3) fi = —3d®
(4) i = —2d®.

For a fixed f1, we consider the solutions (a, ko, f}) to (2)—(4).

Case (i). If f{ = 0 then (0,0,0) is the only solution to (2)—(4) and so Pof has
exactly one polynomlal that has a repeated root, namely P(z) = 3. In this case,
the curve defined by y? = P(z) has a cusp singularity at S = (0,0).

Case (it). If — f1/3 = af for some a; € F} then (a1, —2a1, —2a?) and (—a1, 241, 2a})
are the only two solutions to (2)-(4). Hence, P§ s, has exactly two polynomials
with repeated roots: P(z) = x® 4+ fix — 2a$ in which case the curve defined by
y? = P(x) has a node singularity at S = (—a1,0); and P(x) = 23 + fiz + 2a3 in
which case the curve defined by y?> = P(x) has a node singularity at S = (a1, 0).
Case (4it). If —f1/3 is a quadratic non-residue in F, then the system defined by (2)-
(4) has no solutions and so ”PS’, 7, does not contain any polynomial with repeated
roots. O

In the attacks described in §5, the adversary will need curves with small-order
subgroups. In the genus 1 case the adversary has the ability to choose fo, and in 1,
§4.4] it was already argued that an adversary can efficiently find suitable invalid
curves, essentially by picking curves at random. To extend that argument for genus
2 we need the following result.

Theorem 5. Suppose that ged(q,30) = 1. The number of invalid singular curves
relative to y? = x5 + f323 + fox® + fix + fo and Faq over F, is between ¢ — 3 and
q+3.

Proof. Let fa, f3 € IFy be fixed, and consider the set of polynomials

Pg,fg,fz = {Pf&fé(ﬂ?) =z + f3l‘3 + f2$2 + f{x + f(/) : f{, fé S Fq}.
If Pf; sr(x) has repeated roots in Fy, then there are two (not mutually exclusive)
possibilities:
Case 1. There exist a, b, kg € Fy such that

(5)  Pp )= 2%+ f223 + for® + flo + fo = (2% + ax + b)*(z + ko).

Comparing the coefficients of the same degree terms, we have

(6) ke = —2a

(7) fs = 2b—3a®
(8) fo = —(2a* + 2ab)
(9) fi = b*—4d%
(10) fo = —2ba

We obtain from (7) and (8) that a must satisfy 5a® + fsa + fo = 0. Moreover, since
f2 and f3 are already fixed, any choice of a fixes ko and b by (6) and (7). Therefore,
the number of polynomials P/ () of the form (5) is at most three.
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Case 2. There exist a, ko, k1, k2 € Fq such that
Py g (x) = 25+ faxd + for® + fla 4 fh = (x + a)? (23 + kox® + kyx + ko).

Comparing the coefficients of the same degree terms, we have

(11) kra = —2a

(12) ki = f3+3a®

(13) ko = fa—2a(fs+2a%)
(14) | = 2afy —3ad’fs — 5a*
(15) o = ad’fo—2d%fs —4a®.

For a fixed pair (fs, f3) € Fq x Fy, we first count the number of solutions
(a, ko, k1, ka, f5, f1) to (11)—(15). Note that if @ = 0 then we must have kg =
fa, k1 = f3, ka = f}, = f{ = 0. On the other hand, if a # 0, we have k1 # f5
and (k1 — f3)/3 is a quadratic residue in F, for exactly (¢ —1)/2 elements k; € F,.
For each such ki, we obtain two solutions determined by setting a equal to the
square roots of (k; — f3)/3. That is, there are 1+ 2((¢ — 1)/2) = ¢ solutions in
total and each solution (a, ko, k1, k2, fj, f1) leads to a polynomial Py f(z) which
has either one or two paired repeated roots in IF;. We note that different solutions
may lead to the same polynomial Py, r/(z). It is easy to see that this occurs only if
Py 11 (2) has exactly two paired repeated roots in F, and in this case we show that,
for a fixed Py s/ (x), there could exist at most two different solutions that yield this
polynomial. The proof is as follows. Suppose there are Athree diIfereAnt solutions
S = (CL, ko, kl, kg, fé, f{), S = (EL, k’o, ]{11, kg, fé, f{) and S := (&, ko, kl, kz, f(/), f{)
that yield the polynomial Py, f(z). If @ = a then S = S by (11), (12) and (13).
Therefore, we will assume that a,a and a are pairwise different; and in this case
one can see that (z +a)?(x + a)? | (2® + koa® + k12 + ko), which is impossible.

We are now ready to prove the theorem. Suppose that the number of polynomials
Py, 1:(x) that have exactly two paired repeated roots both of which are in F, is 3,
and the number of polynomials Py, f (z) that have exactly two paired repeated
roots both of which are in F2 \ Fy is 7. Then, by our above argument, the number
of solutions (a, ko, k1, k2, f§), f1) to (11)—(15), such that each solution is leading to a
polynomial Py ¢ (z) that have exactly two paired repeated roots both of which are
in Fy, is at most 2. Hence, there are at least ¢ — 2 polynomials Py s/ () having
exactly one paired repeated root in F,, and there are at least (¢ — 28) + 8 + v
polynomials Py, s (x) with at least one repeated root in F,. By Case 1, 8+v < 3,
and we can see that g — f+~v > q— 3.

From Case 1 and Case 2 there are at most ¢ + 3 polynomials Py, A (z) with at
least one repeated root in F,. O

Remark 1. Let H : y? = 2° + f32® + foa? + fiz + fy be a genus 2 hyperelliptic
curve defined over Fy. According to Theorem 5, there are at least x = @?-q-3
invalid curves relative to H and Fa,. We now argue that if fo # 0 or f3 # 0 then at
least § of these curves are pairwise non-isomorphic. Let H' and H"” be two genus
2 hyperelliptic curves over F, such that

H ooy =2+ 2 + for® + flo+ fg
H' oy =3+ f32® + for® + fla+ Y
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The curves H' and H" are isomorphic if there is an isomorphism «

2

a:(z,y) — (x,a’y)

that applied to H’ gives the equation of H". Applying a to H’ gives
oH =2 o fsad Fa S for? a8 fla 4+ an0f).

If fo # 0 or f3 # 0 then H’ is isomorphic to H” only if a* = 1 or a® = 1. This proves
that at least ¥ of the curves relative to H and Fs, are pairwise non-isomorphic.
Hence, there are at least (§ — 1) isomorphism classes of invalid curves relative to H
and Fa,, when fo # 0 or f3 # 0. We are justified in omitting the case fo = f3 =0
in our argument since there are at most 10 isomorphism classes of such genus 2
hyperelliptic curves defined over F, (see [7]).

5. INVALID-CURVE ATTACKS

Suppose that a discrete logarithm cryptographic protocol requires party B to
use his static (long-term) private key b by computing 0 = bP for some incoming
P € Jy, where H is a genus 1 or genus 2 hyperelliptic curve and P has order n. If
B does not verify that P € Jy, then an adversary M could launch an invalid-curve
attack to learn b by selecting P € Jr where 7 is an invalid curve or an invalid
singular curve with respect to H (and either Fi, or Fa,). Invalid-curve attacks
come in two flavors.

In a small subgroup attack [18], M selects Z so that Jz has an element P of small
order r. The order r is small enough so that the discrete logarithm problem in (P) is
feasible via exhaustive search; typically r is a small prime. Small subgroup attacks
can be used in situations where M is able to obtain a quantity that is derived from
bP, for example k = H(bP) where H is a cryptographic hash function. In this case,
M would compute k' = H(iP) for all i € [0, — 1] until ¥’ = k, after which M
concludes that b = i (mod r). By repeating the procedure for different curves 7
(and different primes r) the value b can be recovered via the Chinese Remainder
Theorem.

In a large subgroup attack [20, p.58], M selects an invalid curve Z so that Jz has
an element P of large order ¢ ~ n and so that the discrete logarithm problem in (P)
can be efficiently solved; this is the case if ¢ is smooth, or if there exists an efficiently
computable mapping from (P) to another group where efficient DLP algorithms are
known. Large subgroup attacks can be used in situations where M is able to obtain
the group element bP itself. In this case, M would compute b mod ¢, and thereafter
efficiently determine b.

There are two main reasons that invalid-curve attacks can be used by M in
the above setting. First, the representation of elements in the valid group Jy is
the same as the representation of elements in the invalid group Jz. Second, the
implementation of the group operation in the valid group Jy is applicable to the
invalid group Jz without any modification. We illustrate our invalid-curve attacks
on two recently-proposed discrete logarithm protocols — the Twin Diffie-Hellman
key agreement scheme and the XCR signature scheme — that are successful if
public-key validation is not performed. We emphasize that our attacks do not
illustrate any weaknesses in these protocols, but rather serve to emphasize the
importance of public-key validation. More precisely, the attacks we describe do
not require the adversary to tamper with hardware or modify registers; the attacks
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exploit only omission of public key validation. Since validation in the case of curve-
based cryptography does not require full exponentiation but only a constant number
of field multiplications, it introduces a negligible efficiency overhead. Therefore
validation should always be performed in conjunction with curve-based protocols.

5.1. TwiN DIrriE-HELLMAN (TDH). Cash, Kiltz and Shoup [5, Section 4] pro-
posed and analyzed a simple Diffie-Hellman type protocol depicted in Figure 1. The
security of TDH relies on the twin Diffie-Hellman assumption which is equivalent
to the computational Diffie-Hellman assumption. This is in contrast with many
other key agreement protocols (e.g. [15, 24]), where security has only been proven
with respect to the gap Diffie-Hellman assumption — this is the assumption that the
computational Diffie-Hellman problem is hard even if the solver is given an oracle
for the decisional Diffie-Hellman problem.

We extend the small subgroup attacks on the static Diffie-Hellman protocol to
the TDH protocol in the genus 2 setting. We show how, even in the restricted
security model used in [5], an adversary can successfully break the protocol should
honest parties fail to obtain assurances that the static public keys of their peers
were validated. This demonstrates the importance of requiring that all elements
belong to the correct group.

A B

z, X =zG A X — y,Y =yG

a, A =aG b, B =bG
«— B)Y

k=H (A, B,CDH(A, B), CDH(A, Y), CDH(X, B), CDH(X, Y))

FIGURE 1. The twin Diffie-Hellman protocol. The underlying
group is (G). Party A’s static key pairs are (A,a) and (X, x),
while party B’s static key pairs are (B,b) and (Y, y).

Informally, the security model in [5] allows the adversary M to observe the
interaction between honest parties, obtain session keys computed by honest parties,
register corrupt parties with M’s choice of static public key, and interact with honest
parties on behalf of corrupted parties. The model did not (explicitly) require any
checks on the static public keys chosen by the adversary when registering corrupt
parties. The implication is that the adversary can register invalid static keys.

We now describe an attack that allows M to recover the static private key of an
honest party. Suppose that the underlying group is a prime-order subgroup of Jy,
where # is the hyperelliptic curve defined by the polynomial y? = 2%+ faz3 4 fox?+
fiz + fo over IFy. Suppose also that honest parties use group addition formula Fa,
(recall that Fp, does not explicitly use the coefficients fi and fy). In this case M
chooses invalid curves ZH, and ZHs relative to H and Fp, such that the invalid
curves have points of small orders u and v, respectively, with ged(u,v) = 1.

Using the notation in Figure 1, assume that A is corrupt and B is honest. Sup-
pose that when M registers A, M picked X € TH; of order u and A € TH,
of order v. Then M initiates a session with B and obtains the session key k =
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H(fl, B,bA,yA, bX, yX) that B computes. Now M computes
KJ/ = H(A, B, ilA, iQA, 7;3)(7 i4X),

where 41,15 range over Z, and i3,i4 range over Z,, until ¥’ = k in which case M
learns that b = 41 (mod v), b = i3 (mod u), y = iy (mod v) and y = iy (mod u).
For concreteness, suppose that u, v =~ 2'°. Note that M has to perform roughly 24°
steps before k' = k, which is a feasible amount of computation. After repeating the
procedure for other orders (u,v), M can recover B’s static private key (b, ).

Recall from Remark 1 that there are at least (¢ —¢—9)/6 isomorphism classes of
invalid curves relative to H and Fa,, where fy # 0 or f3 # 0 in the equation of H. We
can reasonably assume that the distribution of orders of these invalid curves follows
the distribution of orders of all genus 2 curves over F,. Under this assumption,
the invalid curves have group orders that are almost uniformly distributed over the
Hasse interval [(,/g — 1)*, (1/g + 1)*] (see [16, Proposition 1.9] and [17, Theorems
1.1 and 11.5] for results on the distribution of genus 1 and 2 curves over the Hasse
interval). Thus, by randomly selecting invalid curves H’, the adversary will quickly
find one with group order divisible by a small prime. The bottleneck in the search
is the time for computing the cardinality of Jy/(F,). With current technology,
computing the cardinality of Jy (F,) is feasible for 80-bit fields F, [9], but not
quite feasible for 128-bit fields F,,.

5.2. SINGULAR ELLIPTIC CURVES. Krawczyk [14, §4.1 Definition 2] proposed the ex-
ponential challenge-response (XCR) signature scheme for a cryptographically strong
group G = (G) of prime-order n. In the XCR signature scheme the signer B with
static key pair (B,b) signs a message for a verifier A who submits a challenge
X = zG. The signature on a message m with a challenge X is (0,Y), where
Y = yG is a random group element of B’s choice and ¢ = (y+ HY,m)b)X. A can
verify the signature (o,Y") using her knowledge of = via 0 = (Y + H(Y,m)B). In
the description of XCR in [14] there is an additional check which is not applicable
for elliptic curves and hence is omitted here.

As before the goal of the adversary M is to learn the static private key b of
the signer B. The large subgroup attack assumes that the adversary can learn
the ephemeral private key y that B chooses to sign a message m. The attack
proceeds as follows. M selects an arbitrary message m and an invalid curve H’
having an element X of large smooth order t ~ n. The signer B signs m and
returns (0,Y) to M. The adversary learns the ephemeral private key y and can
thereafter deduce b mod ¢ by using the Pohlig-Hellman algorithm to compute the
logarithm of H(Y,m) !(c — yX) = bX to the base X; b can then be efficiently
determined. Alternatively, M can mount a small subgroup attack. In that case,
assuming that M’s computational power is O(2°°), M will need to select invalid
curves H’ having elements X of 100-bit order ¢. To recover the secret b, M will
need roughly |521/100| = 5 interactions with the signer.

For concreteness, suppose now that the signer uses an elliptic curve of the form
y? = 2% — 3z + fj over the prime field F,, where p = 252! — 1. Such an elliptic curve
has been specified by NIST in the FIPS 186-2 Standard [8]. Consider

E =2 —3c+2=(x+2)(x—1)

and
E+:y2:x3—3x—2:(:c—2)(x+1)2
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over ), where ged(p,6) = 1. According to Theorem 4 (%), £, and £_ are invalid
singular curves relative to any curve £ defined via y* = 2° — 3z + fo over F,. In
particular, £, and £_ are invalid singular curves relative to all the five NIST curves
defined over prime fields [8]. The sets of non-singular points on £, and £_ over
F), (together with the point at infinity) form groups isomorphic to F, that share
the same group law with £. Moreover, the isomorphisms are efficiently computable
(see the discussion after Definition 2). Using &4, M can mount the following large
subgroup attack. M picks a point X of order p — 1 on £;. As before M interacts
with the signer and obtains a signature (o, Y) on a message m. Suppose M is able to
learn B’s ephemeral private key y. Then M can map H(Y,m) (o0 —yX) to p € Fy
and X to g € I}, and then use subexponential discrete logarithm algorithms [10, 13]
to compute log, 4 thus obtaining b mod (p —1). Note that the discrete logarithm
algorithm of [13] has a first phase that can be precomputed before the attack is
launched. Subsequently, the second phase quickly computes individual logarithms
and can reuse the precomputations in multiple applications of the attack.

We note that in the case of the NIST prime p = 252! — 1, discrete logarithms in
F} can be more efficiently computed using the Pohlig-Hellman algorithm since the
largest prime factor of the order of I} is only 88 bits in length. We also note that
an easier way to launch a large subgroup attack is to use the supersingular curve
E :y? = 233z over F, of order p+1 = 25?1, For this curve, discrete logarithms can
be computed extremely efficiently using the Pohlig-Hellman algorithm. However,
this speedup is not applicable for all primes. For example, the supersingular curve
E: y? =23 -3z over F, where p = 2384 _ 9128 _ 996 1 932 _ 1 is the 384-bit NIST
prime has a subgroup of 188-bit prime order

r = 213458640757090462592068633975230757544124954331352889061,

and hence the large subgroup attack cannot be immediately applied. However, the
embedding degree of F is two, and the discrete logarithm problem can be efficiently
mapped via pairings to IF;Q.

6. CONCLUDING REMARKS

We have demonstrated that invalid-curve attacks can be extended to hyperel-
liptic curve cryptosystems that use genus 2 curves defined over prime fields and
the addition formula F5,. The attacks can be extended in various ways. First,
the attacks are applicable when genus 2 curves defined over binary fields are used
together with the addition formulas given in [2, §14.3.2]. Furthermore, the attacks
can be extended to genus 3 hyperelliptic curves using the addition formulas in [2,
§14.6.1, §14.6.2]. More interestingly, it is also possible to use invalid singular hy-
perelliptic curves to mount attacks analogously as was done in §5.2 with singular
elliptic curves. For example, suppose H : y? = x° + fax® + fox? + fix + fo is
a non-singular genus 2 hyperelliptic curve defined over F,. By the proof of Theo-
rem 5, there exist at least ¢ — 6 invalid singular curves ZH relative to H and Fa,
such that ZH : y? = (z + a)?(2® + ko2® + k12 + ko) and 2 + ko2? + k1 + ko
has no repeated roots; let £ : y2 = 3 + kox? 4+ k1x + ko be the corresponding
elliptic curve. Let J,s(F,) denote the group of degree zero divisor classes of ZH
over F, such that the support of the divisors does not contain the singular point
(—a,0). An explicit isomorphism from J,,(F,) to the group £(FF,), which is induced
by p: ZH\ {(—a,0)} = & such that p(z,y) = (x,y/(x + a)) and p(cc) = oo, can
be used to map the discrete logarithm problem in J,s(F,) to £(F,). Hence, if the
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validation check is omitted in a cryptographic protocol employing H that requires
a party B to compute bD for some incoming D € Jy;, then an adversary M can
recover the static private key b of B in time O(/q) rather than O(q).

Altogether, these attacks emphasize the importance of validating public keys in
discrete logarithm cryptosystems.
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